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About This Preview Edition

Thank you for exploring the preview edition of Cracking the Mobile System
Design Interview.

This book is designed for Android, iOS, Flutter, React Native, and
cross-platform developers who want to master Mobile System Design,
scalable architectures, offline-first systems, real-world engineering decisions,
and interview-focused design thinking.

The complete book contains 650+ pages of practical system design concepts,
architecture patterns, scalability strategies, interview frameworks, and
real-world mobile case studies specifically designed for mobile engineers.

This preview edition contains selected chapters and sample content to help
readers understand the depth, structure, and practical approach used
throughout the book.

What You’ll Explore in This Preview
Inside this preview edition, you'll get an overview of:

Introduction to Mobile System Design

HLD vs LLD Fundamentals

Client-Server Architecture

APls, WebSocket & Real-Time Communication
Offline-First Mobile Design

Networking & Caching Strategies

Mobile Performance Optimization

Scalable Mobile Architecture Patterns
Authentication & Security Basics

Real-World Mobile System Design Case Studies
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Chapter 1: What is System Design?

Welcome to your journey into mobile system design. Before we jump into
complex topics like designing Instagram or Uber for mobile, we must
understand the basics. This chapter answers the most important question:
what is system design, and why does it matter for a mobile engineer?

1.1 System Design in Simple Way

Imagine you want to build a house. Before you put one brick on top of another,
you need a plan. You must decide:

How many rooms?

Where will the kitchen go?

Where will the bathroom be?

How will water flow through the pipes?
Where will electricity come from?

This planning step is called design.

System design works exactly the same way, but for software. Before you write
a single line of code for an app, you must decide:

What screens does the app have?

Where does the data come from?

How does the app talk to the server?

What happens when the internet is slow or off?
How and where do we save data on the phone?

System design is the process of planning how all parts of an app or
software work together to solve a problem.



A mobile app is built from many parts. System design decides how they connect.
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System design decides which layers to use, what each layer does,
and how data flows between them.

In a real, complex app like WhatsApp, Instagram, or Uber, there are many
parts working together:

The screens (Ul).

The buttons, gestures, and animations.

The code that handles user actions.

The code that talks to servers over the internet.
The local database that saves messages.

The network layer that handles slow internet.
The cache that makes the app fast.

The push notification system.

The image-loading pipeline.

And many more.

System design is about deciding how all these parts fit together so that the
app works smoothly, scales to many users, and can be improved by your team
for years to come.

A Real Example

Let's say you want to build a chat app like WhatsApp. Some questions you
must answer during system design include:
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1. When a user sends a message, where does it go first — to the server,
or to the local database?

2. If the internet is off, can the user still see old messages and type new
ones?

3. How do we deliver a message to another user instantly?

4. How do we show "online" or "typing..." status without draining the
battery?

5. Where do we save photos and videos? On the device? On the server?
Both?

Each question above leads to a design choice. These choices, taken together,
form the system design.

System Design is Decision-Making

The most important thing to understand is that system design is not about
writing code. It is about making decisions before code is written. A good
designer thinks through the problem, weighs the options, and picks the best
approach for the situation.

For example, a backend developer may decide: "We will use PostgreSQL
because we need strong consistency." A mobile developer may decide: "We
will use Room because it gives compile-time SQL checks and works well with
Coroutines."

Both are design decisions. Both shape the future of the project.

1.2 Why Companies Ask System Design Questions

You may wonder, "l am applying for a mobile developer job. Why do | need to
learn system design?"

Great question. Here is the truth:
Companies don't just want coders. They want engineers who can think.

Anyone can write code that works for 10 users. But what about 10 million
users? What if the user is on a 2G network in a small village? What if the
phone has only 1 GB of RAM and Chrome is also open? These are the real
problems that mobile engineers face every single day.
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Chapter 2: Core Concepts Every Mobile Developer

Before you can design a mobile app, you must understand the basic
concepts that every mobile system uses. These are the building blocks. Once
you know these, the bigger topics — caching, offline support, sync, real-time
chat — all make much more sense.

In this chapter, we will learn five must-know concepts:

1. The Client-Server Model — how phones talk to servers.

2. APIs — REST, GraphQL, and WebSocket, and when to use which.

3. Latency, Throughput, and Bandwidth — three words that describe
network speed.

4. Synchronous vs. Asynchronous — two ways code can run.

5. Scalability on the client side — yes, even mobile apps need to scale.

By the end of this chapter, you will have the full vocabulary needed for the rest
of the book.

2.1 The Client-Server Model

Almost every mobile app you use today — WhatsApp, Instagram, Uber,
Netflix, Swiggy — works using something called the client-server model. This
is the foundation of all internet-based apps.

Client = the user's device that asks for something. (Your phone, the app.)
Server = a powerful computer somewhere far away that gives the answer.
When you open Instagram and pull down to refresh:

1. Your phone (the client) sends a message: "Give me the latest posts.”

2. A computer in a data center (the server) reads the message, finds the
posts, and sends them back.

3. Your phone receives the posts and shows them on the screen.

That's it. Everything else — login, payments, chat, video — is just a more
complex version of this same dance.
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The phone always asks first. The server replies.

Why Do We Use This Model?
You may wonder: "Why can't the phone do everything by itself?"

A phone is small and limited. A server is huge and powerful. By splitting the
work:

e The server handles heavy work: storing billions of records, running
search, matching Uber drivers to riders.

e The client (phone) handles light work: showing the screen, animations,
capturing the user's tap.

This split lets a tiny phone feel like it has unlimited power.
Key Properties of the Client-Server Model
There are four properties you must remember:

The client always starts the conversation. A normal server cannot just push
messages whenever it wants. The phone must ask first. We will see how
WebSocket changes this later in this chapter.

The server is shared. One server may handle requests from millions of phones
at the same time. So the server must be fast and stable.

Communication uses a protocol. Both sides must agree on a language. Most
apps use HTTP or HTTPS as the language.
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Chapter 3: Mobile-Specific Constraints

A mobile app is not just a "small website." It runs on a tiny computer that the
user carries in a pocket. That tiny computer has many limits — limits that a
server in a data center never has to worry about. If you ignore these limits,
your app will be slow, drain the battery, crash often, and get bad reviews on
the Play Store and App Store.

In this chapter, you will learn the four big constraints that shape every mobile
design decision:

Limited resources — battery, memory, CPU, storage.

Unreliable networks — 2G, 3G, 4G, 5G, Wi-Fi, offline.

App lifecycle — foreground, background, killed.

Why mobile system design is fundamentally different from backend.

N =

By the end of this chapter, you will think like a real mobile engineer —
someone who designs for the worst phone, the worst network, and the worst
moment, not just the perfect lab conditions.

3.1 Limited Battery, Memory, CPU, and Storage

A server in a data center has unlimited power, racks of RAM, dozens of CPU
cores, and terabytes of disk. A phone has none of this.

Let's look at each limit one by one.

Battery Memory (RAM)

Drains with every action

« Network use is costly

+ Wake-locks burn power

+ GPS, camera, sensors hurt

+ OS may kill heavy apps

Shared with the whole OS
* Budget phones: 2-4 GB
+ OS keeps most for itself
+ Big bitmaps eat memory

« OOM crash kills the app

CPU

Slower than a server

* Heavy work on Ul thread = lag
* 16 ms budget per frame

* Heating throttles speed

* Burns battery fast

J

Storage

Limited and shared

* Most users have 64-128 GB
* Photos and videos fill it fast

* Big app = uninstall risk

* 0S5 may clear cache anytime

Every mobile design must respect these four limits at the same time,
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Battery — The Most Sacred Resource

A user's battery is precious. If your app drains battery fast, the user will
uninstall it. They may not even know your app is the culprit, but the OS will tell
them: "Your app used 25% of battery yesterday." That number is the kiss of
death.

What burns battery on a phone:

The radio (Wi-Fi, mobile data) is the biggest battery drinker. Every network
request wakes up the radio. Even after the request is done, the radio stays
warm for several seconds (called the "tail energy"). So 10 small network calls
drain much more battery than 1 big call with the same total data.

GPS is the second biggest drinker. Continuous GPS for 1 hour can drain 10 to
20 percent of the battery. Use it carefully — turn it off when not needed.

The screen is huge too. Big animations, full brightness, and OLED bright
pixels use a lot of power. Dark mode actually helps on OLED screens.

Wake-locks and background work kill battery silently. If your app keeps the
CPU awake at night to sync data, the phone heats up and drains while the
user sleeps. Then they blame your app.

Sensors like the accelerometer, gyroscope, and step counter cost power if
you read them frequently.

Battery-Saving Design Rules
Every mobile engineer should follow these rules:

Batch your network calls. Instead of making 5 calls in a row, combine them into
1 if possible. The radio wakes up once instead of five times.

Use WorkManager (Android) or BGTaskScheduler (iOS) for background sync.
These tools batch and schedule tasks together with the OS to save battery.
They also wait for good conditions: charging, idle, on Wi-Fi.

Cancel work when the user leaves the screen. If the user opens the profile
screen and then immediately goes back, cancel the network call you started.
Use coroutine cancellation, RxJava disposables, or Combine's cancellable.
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Chapter 4: Mobile-Specific Constraints

If Chapter 3 was about the rules of the game (battery, memory, network,
lifecycle), Chapter 4 is about how to organize your code to play that game well.
Architecture patterns are not just academic theory — they are practical
solutions to real problems that every mobile engineer faces.

In this chapter, we will cover:

1. The five main patterns: MVC, MVP, MVVM, MVI, and Clean
Architecture.

2. How to choose the right pattern in an interview.

3. The most important mental model in mobile development: layered
thinking — Presentation, Domain, and Data.

By the end, you will be able to explain why MVVM beat MVP, why MVI is
rising, and why every senior engineer talks about "layers" instead of just
folders.

4.1 Why We Need Architecture Patterns at All

Imagine writing a 100,000-line app where every Activity has all the code:

Ul rendering.

API calls.
Database queries.
Business logic.
Validation.
Navigation.

This is called a "God Activity" or "Massive View Controller." It has many
problems:

The code is impossible to test. You cannot test the business rules without
spinning up the whole UI.

It is impossible to reuse. The login logic is tied to LoginActivity, so you cannot
reuse it on a tablet, web, or smart TV.

Bugs spread fast. Changing one piece breaks five others.
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Multiple developers cannot work on the same screen at once. Merge conflicts
everywhere.

Architecture patterns solve these problems by separating concerns. Each
part of the code has one clear job. Different parts talk to each other through
clean contracts (interfaces). When done right, code becomes testable,
reusable, and maintainable.

God activity Presentation layer
Everything in one file Ul and screen state
Ul code Network calls !
DB queries Business = Domain layer
Business rules
Validation Nav logic : |
v
Tangled, untestable, hard to change Data layer
Bug fix here breaks something there Network and database

Each layer has one job, Clean and testable.

Now let's go through the five most common patterns, in the order they evolved.

4.2 MVC — Model-View-Controller

MVC is the oldest and most famous architecture pattern. It came from web
frameworks in the 1980s and was adopted in early iOS development.

The three parts:

Model holds the data and business rules. For example, a User class with
name, email, and a method validateEmail().

View displays the Ul. For example, an XML layout with a TextView and Button.
It is "dumb" — just shows what it is told.

Controller handles user actions and updates the model and view. For
example, a UlViewController on iOS or an Activity on Android (in classic
Android).

70



Chapter 5: Networking Layer Design

The networking layer is the heart of every mobile app. It connects the phone to
the rest of the world. If your network code is sloppy, your app will be slow,
drain battery, drop data, and frustrate users. If it is well-designed, your app
feels fast and reliable — even on a weak 3G signal in a crowded train.

In this chapter, we will go deep into the four main parts of a production-grade
networking layer:

Designing a robust API client.

Error handling, retries, and timeouts.

Pagination — offset, cursor, and keyset strategies.
Image and file upload and download.

honh =

By the end, you will know how to design and discuss a networking layer that
survives real-world conditions, and you will sound like an engineer who has
shipped real apps.

5.1 Designing a Robust API Client

The API client is the front door of your data layer. Every network call goes
through it. A good API client is built in clear, separate parts — each with one
job. This is what an interview-level design looks like.

», Repository
| Calls the API service.
Caches and merges with local DB,

()

1
-
/ . APl service interface
| <1‘> _' Plain Kotlin interface with
S suspend functions or Flow raturns,

/—p" Retrofit (request mapper)
'.\.Q_l /) Tums the function call Into an HTTP request
and back into a model.
+

Vi R OkHttp interceptors (the smart middle)
| . /= Auth (add token, refresh on 401)

= Logging, retry, netwark connectivity checks

= Hesders, compreszion, certificate pinning

l

OkHttp engine
ﬁ Manages sockets, connection poal,

HTTR/2, DNS, TLS

4

@ Network = Server
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The Six Pieces of a Good API Client

A production-grade API client should have these six pieces, each clearly
separated:

1. The HTTP engine. This is the low-level library that actually opens sockets
and sends bytes. On Android, it is OkHttp. On iOS, itis URLSession (or
AFNetworking / Alamofire built on top). You don't usually write engine code —
you configure it.

2. The serializer. This turns Kotlin/Swift objects into JSON and back. On
Android, Moshi or kotlinx.serialization (faster) or Gson (older). On iOS,
Codable. You define data classes and let the serializer do the work.

3. The API service interface. This is a plain interface that lists what your app
can ask the server. With Retrofit (Android), you write something like:

interface NewsApiService {

@GET("posts™")

suspend fun getPosts(@Query("page") page: Int):
Response<List<PostDto>>

@POST("posts")
suspend fun createPost(@Body post: NewPostRequest):
Response<PostDto>

}

The interviewer wants to see this — a clean, testable interface that does not
leak implementation details.

4. Interceptors. These are the smart middle layer that runs before and after
every request. They handle cross-cutting concerns: adding the auth token,
logging, retries, error handling. Each interceptor has one job. We will cover
them in detail below.

5. The data classes (DTOs). These match the JSON shape coming from the
server. They live in the data layer. Never let DTOs leak into the Ul — convert
them to domain models first.

6. The repository. The repository wraps the API service and adds caching,
error handling, and combining with local data. The rest of the app talks to the
repository, never to the API service directly.
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Chapter 6: Storage and Caching

In Chapter 5, we focused on talking to the server. But every great mobile app
does something equally important: it remembers things. Photos you have
already loaded. Messages you have already received. Profiles you have
already opened. The faster your app remembers, the faster it feels.

This is the world of storage and caching. It is also one of the deepest topics in
mobile system design — and one of the favorites of interviewers. Most
candidates know caching exists. Few can explain it well.

In this chapter, we will cover:

1. Memory cache vs. disk cache — the two layers and why you need

both.

2. Local databases — SQLite, Room, Core Data, and Realm — when to
pick which.

3. Cache eviction — how to throw out old data without losing what
matters.

4. Cache invalidation — the famously hard problem of knowing when
cached data is stale.

By the end, you will be able to design a storage layer that is fast, correct, and
respectful of the user's storage and battery.

6.1 Why Caching Matters at All

Before diving into types, let's understand why caching is such a big deal on
mobile.

Imagine an app that fetches every screen from the server every single time.
Open the home feed — 2 seconds wait. Tap a profile — 1 second wait. Go
back — another 1 second wait, even though you just had that data. This app
feels broken even on a fast connection.

Now imagine the same app with smart caching. Open the home feed — instant
from cache, fresh data appears 1 second later. Tap a profile — instant. Go
back — instant. The app feels fast because the user almost never waits.
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Caching gives you four wins:

Speed. Reading from RAM is millions of times faster than a network call.
Reading from disk is thousands of times faster.

Battery savings. Every avoided network call saves the radio from waking up.
We saw in Chapter 3 how expensive the radio is.

Data savings. Users on metered plans pay for every megabyte. A cached
image costs them nothing.

Offline support. When the user has no network, cached data is the only thing
that works. This is the foundation of offline-first apps.

The cost of caching is complexity. You must decide what to cache, where to
cache it, when to evict it, and when to consider it stale. Get any of these wrong
and the app shows old data, runs out of memory, or fails to update when the
user expects.

6.2 Memory Cache vs. Disk Cache

There are two main caching layers on a mobile device. Think of them as two
different "memories" with different speeds, sizes, and lifetimes.

— oy

Memory cache (RAM)

4

° Disk cache (storage)

‘ .
Speed Speed
Microseconds Milliseconds
Size Size

Small (10-50 MB) Bigger (100-500 MB)

Lifetime
Survives app restarts

Lifetime

Until app is killed

Stores Stores

Decoded objects Encoded files
Bitmaps, parsed JSON JSON, images, DB rows

HODD

Common pattern

LRU cache

Common pattern
SQLite, files, DataStore

c oML

® I

Lost on every app start Lost only when cleared / app uninstalled

134



Chapter 7: Offline-First Design

In Chapter 6, we learned how to cache data so the app feels fast. In this
chapter, we go further: how to build an app that works fully even when there
is no network at all. This is the offline-first philosophy, and it is the gold
standard for modern mobile apps.

WhatsApp lets you read messages, type replies, and view photos without the
internet. Notion lets you write a page on a flight. Google Maps lets you
navigate a downloaded area in a tunnel. Gmail lets you compose mail offline
and sends it when you land.

These are not lucky features — they are the result of careful design. In this
chapter, we will cover:

Why every modern app needs offline support.

Optimistic updates — how to make actions feel instant.

Sync queues and replay logic — how to deliver actions later.
Conflict resolution basics — what to do when the user and server
disagree.

PODN=

By the end, you will be able to design an offline-first app and explain it
confidently in any system design interview.

7.1 Why Every Modern App Needs Offline Support

Many engineers think offline support is a "nice-to-have." It is not. For any app
used in the real world, offline support is essential. Here is why.

The User's Reality
Imagine a user's day:

The morning commute on a crowded metro — signal drops 5 times in 30
minutes. A long flight with no Wi-Fi. The basement of a mall. A village with
patchy 3G. An office Wi-Fi that says "connected" but the captive portal blocks
everything.

In all these situations, the user still wants to use your app. They want to read
the news they downloaded earlier. They want to type a message that will go
out the moment the signal returns. They want to see their saved bookmarks.
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If your app shows a spinning wheel or "No internet" page in these moments,
the user closes the app and forgets about it. If your app keeps working, the
user trusts it. Trust is what builds five-star reviews and long-term retention.

What "Offline-First" Actually Means

Offline-first is not "we added an offline mode at the end." It is a philosophy
that flips the usual approach:

In the old "online-first" model: the network is the truth. The app fetches data
from the server and shows it. If the network is gone, the app is gone.

In the "offline-first" model: the local database is the truth. The app reads
from local storage. The network is just a way to keep the local DB in sync with
the server. If the network is gone, the app keeps working with whatever is
local.

This single shift — making the local DB the source of truth — changes
everything about how you design data flow, networking, sync, and Ul.

€ Online-first (the old way)

Network is the truth. App breaks without it.

: |_ _
D ul (—-ﬁé@ Ne—twork <—>|

(((J

Server DB

A No internet = nothing works. User sees a blank screen or error.

@ Every action waits for the round trip to complete.

Q Offline-first (the modern way)

Local DB is the truth. Network just syncs in the background.

LocalDB |€--=-~ > % Server DB

(]

.| :
D ul —>|
| .

X"“ No internet - Ul still works. Local DB has everything.

G When network returns, sync runs in the background. User never blocked.
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Chapter 8: Real-Time Updates

So far we have built apps that fetch data when the user asks for it. But many
modern apps need something more: data that updates by itself, in real time.
Chat messages arriving without a refresh. Live cricket scores changing every
ball. An Uber map showing the driver's car move. A trading app where prices
flicker every second.

These features all need real-time updates — a way for the server to push
new data to the phone without the user having to ask. There are several ways
to do this, each with strengths and weaknesses. Choosing the right one is a
classic mobile system design interview question.

In this chapter, we will cover:

1. The four real-time techniques: polling, long polling, WebSocket, and
Server-Sent Events (SSE).

2. Push notifications — how FCM (Android) and APNs (iOS) work and
when to use them.

3. A decision guide — when to use what, with realistic examples.

By the end, you will know exactly which tool to reach for in any real-time
feature, and how to defend your choice in an interview.

8.1 The Real Problem — Why is "Real-Time" Hard?

In Chapter 2, we saw that the client always starts the conversation in HTTP.
The phone asks; the server answers. This works for "give me the news
headlines." It does not work for "tell me the moment a new message arrives."

There are two ways to solve this:

The phone keeps asking. "Anything new? Anything new? Anything new?"
Simple but wasteful.

The phone and server stay connected, and the server can speak whenever
it wants.

Different real-time techniques are different points on this spectrum. Each
makes a trade-off between latency, battery use, server cost, and
complexity. There is no single best choice — only the best choice for your

app.
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Let's explore each one.

8.2 Polling — The Simplest (and Worst) Real-Time

Polling is the most basic technique. The app makes a normal HTTP request
every few seconds: "Anything new?" If yes, the server returns the new data. If
no, it returns "nothing new."

Every 10 seconds:
GET /messages?since=lastMessageld
- { "messages": [] } // most of the time, nothing new
- { "messages": [...] } // sometimes, new messages

: E] Phone \

Iy

Server

w

Anything new? (0s)

N

< Empty

Anything new? (10s)

N

<€ Empty

Anything new? (20s)

W

< Empty

< Yes = new message

Anything new? (30s)

< Empty

Maost requests return nothing. Each one wakes the radio, drains the battery.

Why Polling Hurts on Mobile
Polling has serious problems on mobile devices:

Wasted requests. Most of the time the answer is "nothing new." Out of 100
requests, maybe 95 come back empty. Each one still cost data, battery, and
server resources.

Bad latency. If the polling interval is 10 seconds, a new message can take up
to 10 seconds to appear. For chat or live scores, that is too slow.

Battery drain. Every request wakes the radio. As we saw in Chapter 3, the
radio is the biggest battery drinker. Polling every 10 seconds means waking
the radio constantly.
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Chapter 9: Performance Essentials

Performance is what separates a great mobile app from a forgettable one. Two
apps can have the same features, the same design, the same backend — and
one feels like silk while the other feels like sandpaper. The difference is
performance.

Performance is also one of the most popular topics in mobile system design
interviews. Interviewers love asking "How would you make the app faster?" or
"The launch is slow — how would you fix it?" If you have a clear, structured
answer, you stand out instantly.

In this chapter, we will go deep into the four performance areas that matter
most:

1. App launch optimization — how to make the app open fast.

2. Smooth scrolling and 60 FPS — how to make every gesture feel
buttery.

3. Image loading and memory management — how to handle media
without crashing.

4. Battery and network efficiency — how to be a good citizen of the
device.

By the end, you will speak the same language as senior performance
engineers and know exactly where to look when something feels slow.

9.1 Why Performance Matters More Than You Think

A small reminder before we start. Mobile users have very little patience:

e |f the app takes more than 2 seconds to launch, many users abandon
and never come back.

e |[f scrolling drops below 60 frames per second, users feel "lag" even if
they cannot name it.

e |f the app drains 5% of battery per hour, the OS will warn the user
and many will uninstall.

e |[f a single screen costs 20 MB of data to load, users on metered plans
will quietly stop opening the app.

Performance is not a vanity metric. It is the foundation of trust. A fast app feels
well-built; a slow app feels broken. Users do not need to read your code to
know which one yours is.
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Now let's look at each area.

9.2 App Launch Optimization

The launch is the first impression of your app, every single day. If the user taps
the icon and waits 4 seconds for a blank screen, they already feel
disappointed. If the app appears in 700 milliseconds, they feel happy.

Three Kinds of Launch

Before optimizing, know what kind of launch you are dealing with. They have
very different characteristics.

Cold start
* Process created from zero. Application object built. First Activity built.
Happens after reboot, force-stop, or when the OS killed the app for memory.

Slowest. Target: under 2 seconds. Optimization focus.

Warm start
@E Process still alive in memory. Activity needs to be recreated.

Happens when user backgrounds, OS reclaims the activity, user reopens.

Faster: 500 ms to 1 5. Saved state matters here.

Hot start
| + Process and Activity both still in memory. Just bring app to front.
Happens when user toggles between two recent apps.

|  Almost instant. Under 100 ms. No real work needed.

Cold start is the one we optimize hardest. Warm start mostly takes care of itself if cold
start is good. Hot start is essentially free.

What Happens During a Cold Start

Let's see what the OS and your app actually do during a cold start. This understanding
is exactly what an interviewer wants to hear.
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Chapter 10: Security Basics

A mobile app lives on a device the user fully controls. The user can root or
jailbreak the phone, decompile your APK or IPA, sniff your network traffic, and
read your app's local files. From a security view, the device itself can be
hostile.

This is very different from a server, where you control the hardware, the OS,
the network, and the access. On mobile, you must assume the worst and
design defensively.

Security is a deep topic — entire books are written on it. In this chapter, we will
cover the four areas a mobile system design interviewer cares about most:

HTTPS and certificate pinning — securing the network.

Token storage — keeping credentials safe on the device.

Data encryption at rest — protecting local data.

Common mobile security pitfalls — the mistakes engineers actually
make.

N =

By the end, you will know what to do, what not to do, and how to talk about it
with confidence in interviews.

10.1 The Mobile Security Mindset

Before any specific technique, you need the right mental model. Here are
three rules that govern everything in mobile security.

Rule 1: Never trust the client. The phone is in the user's hand. They can
change anything in your app. Validation in the app is for UX only; the real
validation must happen on the server. If the server says "user X can withdraw
$100," the app must call the server to confirm — never decide it locally.

Rule 2: Assume the device can be compromised. Some users root or
jailbreak. Some install malware. Some give their phone to a friend. Your app
must protect data so that even on a compromised device, the damage is
limited.

Rule 3: Defense in depth. Don't rely on one safeguard. Use HTTPS and
certificate pinning. Encrypt tokens and require biometric unlock for sensitive
actions. If one layer fails, the others still help.
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With these in mind, let's go layer by layer.

10.2 HTTPS and Certificate Pinning

The first attack surface is the network. Every byte that leaves the phone goes
through Wi-Fi, the cell tower, ISPs, and the internet before reaching your
server. Anyone on the path can try to read or modify your traffic.

HTTPS — The Baseline
HTTPS is HTTP over TLS. It does three things:
Encrypts the traffic so eavesdroppers see only random bytes.

Authenticates the server using a TLS certificate signed by a trusted authority.
The phone verifies the certificate before sending any data.

Protects integrity so the data cannot be modified in transit without being
detected.

This sounds great. But there is a hidden weakness, and it leads us to
certificate pinning.

The Problem with Plain HTTPS

When the phone connects to api.yourapp.com, it expects a certificate
signed by a trusted Certificate Authority (CA). The phone has a list of about
100 trusted root CAs built into the OS. Any of these can sign a certificate for
your domain — even ones you don't know about.

This creates risks:

Compromised or malicious CAs. A few have been hacked or have signed
certificates they shouldn't have over the years. Once a CA mistakenly signs a
certificate for api.yourapp.com, anyone with that certificate can
impersonate your server.

User-installed CAs. A corporate device may have a corporate CA installed. A
government may install a national CA. A malicious app may trick the user into
installing a fake CA. Any of these allows a "man-in-the-middle" (MITM) to
intercept HTTPS traffic.
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Chapter 11: How to Approach a Mobile System
Design Interview

You have spent the first ten chapters learning what to design — networking
layers, caches, real-time updates, security. This chapter is about something
different: how to actually run an interview. The technique. The structure.
The way you talk and think for 45 to 60 minutes while a senior engineer judges
you.

Two engineers can have the same knowledge and get very different outcomes
from the same interview. The difference is process. A clear, repeatable
approach helps you stay calm, cover the right things, avoid blind spots, and
finish with confidence.

This chapter gives you exactly that. We will cover:

1. The CRDDS framework — five steps to navigate any mobile system
design question.

2. How to recognize the kind of round you are in: HLD-focused vs
LLD-focused — and how to adapt.

Once you internalize this, every system design question becomes a familiar
shape, not a scary blank canvas.

11.1 Why Most Candidates Fail (Even Strong Ones)

Before learning the right way, let's understand the wrong ways. After watching
many real interviews, the most common failure patterns are:

Jumping to a solution. The interviewer says "design Instagram." The
candidate immediately starts drawing classes and choosing libraries. Five
minutes later, they realize they did not even ask whether stories are in scope.
They have to throw away half their work.

Drowning in detail. The candidate goes deep into one corner — say, the
exact JSON shape of the feed APl — and spends 25 minutes there. They
never get to the cache, the offline behavior, or the architecture. The interviewer
wants breadth and they showed only one narrow trench.

Treating it as a memory test. The candidate tries to recite every library and
pattern they know, regardless of whether it fits. "I'd use Hilt and Coil and
Coroutines and StateFlow and Retrofit and OkHttp and Gson and ProGuard
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and Firebase and..." The interviewer learns nothing about how the candidate
thinks.

Going silent. The candidate stops talking and starts thinking quietly. Two
minutes pass. The interviewer has no idea what is going on. Even if the
answer in their head is great, the interviewer cannot see it.

No structure. The candidate jumps from topic to topic randomly. They mention
pagination, then security, then offline, then back to pagination. Hard to follow.
The interviewer ends up confused.

A good framework solves all of this. Let's build one.

11.2 The CRDDS Framework

CRDDS is a five-step process that fits a typical 45-60 minute mobile system
design interview. The steps are:

C — Clarify Requirements R — Rough High-Level Design D — Deep Dive
into Components D — Discuss Trade-offs S — Summarize and Handle
Follow-ups

You will spend roughly the time below in each step:

Typical 45-60 min mobile system design interview

=

G R D — Deep dive D — Trade-offs S
5 min 10-15 min 15-25 min 5-10 min 5 min
0 ~60 min
f =
Why these proportions?

* Clarification (C) is short but critical — without it, everything else is guessing.

» Rough design (R) sets the boundaries of the conversation. You will return to it often.
* Deep dive (D) is the longest because the interviewer wants depth in 1-2 components.
» Trade-offs (D) is a separate phase because senior engineers spend real time here.

» Summary (S) is short but powerful — it is your final impression on the interviewer.

If the interview is 45 min, compress each phase. Do not skip any of them. J
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Chapter 12: Asking the Right Clarifying Questions

In Chapter 11, you learned the CRDDS framework. The very first step — C:
Clarify Requirements — is the most underrated step in mobile system design
interviews. Most candidates rush past it in 60 seconds. Strong candidates
spend 4 to 6 minutes here, and that single difference often decides the
outcome.

Why? Because everything you design after this depends on what you
clarified. Get this step right and the rest of the interview flows naturally. Get it
wrong and you will design the wrong system beautifully — and fail.

In this chapter, we will go deep into the art of asking clarifying questions:

The difference between functional and non-functional requirements.
How to think about scale — users, data, geography.

How to handle platform questions — iOS, Android, or both.

How to clarify online/offline expectations — perhaps the most
important mobile-specific question.

5. Areusable question checklist you can apply to any prompt.

N =

By the end, you will be able to take any vague prompt — "design Instagram,"
"design Uber's mobile app," "design a podcast app" — and within 5 minutes,
have a sharp, agreed-upon problem statement.

12.1 Why Clarification Is Where Most Candidates Lose Points

Before tactics, let's understand the stakes. Imagine the interviewer says
"design an e-commerce app." Two candidates respond:

Candidate A says: "OK, e-commerce app. I'll start with the home screen